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Statement of Purpose  
 

This policy document sets out TOG Minds responsibility to uphold the 
confidentiality of its clients, staff, volunteers and trustees. All staff and volunteers 
are individually responsible for the safekeeping of confidential and sensitive data 

on behalf of the organisation. 
 
This Confidentiality Policy supports the organisations Information Governance 
policies and should be read in conjunction and within the context of: 
 
Data Protection Policy 2017 
Agile Working Policy 2017 
Information Security Policy 2017 
Information Governance Framework 2017 
Clear Desk Policy 2017 

Data Breach Policy 2017 
Data Retention Policy 2017 
 

Common Law Duty of Confidence 
 
TOG Mind must also ensure that it complies with the consent requirements of the 

Common Law Duty of Confidence. This means that all client, staff, volunteer 
information, whether held on paper, computer, visually or audio recorded, must 
not normally be disclosed without the consent of the person involved. The 
individual must be informed of the uses or proposed uses to which their 
information will be used and they must be given choice.   
 
Furthermore TOG Mind is also able to share information safely where there is a 
service information sharing protocol in place signed by all or parties and/or where 
there is a Subject Access Request (following the Subject Access Policy) and 
Procedure) and staff, volunteers and trustees have a right to access any 
personnel  information held about them. 
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Staff and volunteers, trustees in the course of their work are not permitted to: 
 

 Disclose confidential information and data without prior consent  

 Misuse confidential data through sharing or other activities that would cause 

commercial or personal individual harm 

 Discuss confidential issues in open work or public spaces where they may 

be overheard 

 Access electronic devices where data may be viewed by others 

 Access any confidential records where this is not a legitimate requirement 

of their job role. 

 Provide login passwords, smartcards etc. or provide access for another via 

own login or gaining access to systems via another person’s login details 
whether accidental or deliberate. 

 
Breaching Client Confidentiality 
 
There is no absolute right to confidentiality in law and absolute confidentiality 

cannot therefore be guaranteed.  As such TOG Mind will breach confidentiality by 
way of disclosure where there is a statutory duty and/or where the Charity is 
legally obliged to do so, as set out below. 

 

1. Clients at risk from harm to self and others 

1.1. TOG Mind owes a duty of care to all of its clients; as such, where a client is 
acting, or likely to act in a way that could cause serious harm to him or 
herself or others, the Charity will, if need be, act on behalf of the client. 

 

2. Safeguarding adults at risk 

2.1. TOG Mind  is legally obliged to safeguard adults at risk as defined in the 
Care Act 2014., An adult at risk is a person who has care and support 
needs and is, or is at risk of, being abused or neglected and unable to 

protect themselves against the abuse, or neglect or risk of it because of 
those needs.  (Also See Safeguarding Policy) 

 

3. Child protection 

3.1. TOG Mind is obliged to disclose any information in the interests of 
safeguarding children, as set out in the Children Act 1989 and the 
Children Act 2004 and in line with the 2013 government publication, 
“Working Together to Safeguard Children.”  (See also Safeguarding 
Children Policy) 
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4. Legal obligation 

4.1. TOG Mind is bound by offences in the Prevention of Terrorism Act 2000 

which refers to information given on any planned act of terrorism or 
where there is cause for concern regarding terrorist activities. 

 

4.2. TOG Mind is bound by offences in the Drugs Trafficking Act 1996 and 
any information in regards to the money laundering regulations 2007, or 
where there is cause for concern regarding this type of criminal activity. 

 

4.3. In the event of a court case, the judge has power to subpoena a client’s 
notes, or request that a service report is provided as evidence for the 
case. In these instances TOG Mind must comply. 

 

How to manage a breach of confidentiality: 

In the first instance any breach under consideration must be discussed with the 

immediate line manager.  Consideration must also be given to informing the client 

at the earliest opportunity, with a clear rational as to why the decision to breach 

has been taken.  Only where there are legitimate concerns that informing the 

client will increase the risk to both themselves and others, the client in these 

instances will not be informed. 

TOG Mind accepts that in some instances time to discuss breaches and consult 

are limited, as immediate response may be required in order for any action to be 

effective, where this is the case the Line Manager (in their absence another 

available manager)  and staff involved are able to make the decision to breach. 

In all other instances, Senior Manager, Director and Caldicott Guardian should be 

consulted and part of the decision making process prior to any confidentiality 

breach decision. In any event the Caldicott Guardian must be informed of all 

confidentiality breaches even if they have already taken place. 

Recording a breach of confidentiality: 

All confidentiality breaches and follow up action should be recorded on civi and 

signed off by the Director overseeing the Department and or Service. 

Information should be recorded on civi as either an incident or safeguarding 

depending on the way in which the breach is presented, all corresponding notes 

and consultations relating the breach should be saved as attachments. 
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Failure to comply 

TOG Mind will provide training to all staff, volunteers and trustees on 
confidentiality, policy, practice and compliance. 
 
All staff as part of their contractual terms are required to follow confidentiality and 
all other policies and procedures relating to Information Governance (IG) 
 
Where a staff member fails to comply with this policy, they may be subject to 
disciplinary proceedings, as set out in the Disciplinary procedure. 
 
Where a volunteer fails to comply with this policy, the Charity’s CEO will discuss 
the matter with them and they may be asked to cease volunteering for the 
Charity.  

 


